How to Identify Phishing Emails

How to use this deck?
The deck offers five email samples. Your task is to identify whether it is a phishing email or not.
Beside each email image, we offer clues that provide evidence or support to help you identify whether
the emails are fraud or not. Look at the email images first and arrive at your conclusion before you look at
the clues box.
To use this deck for training purposes or to add your own training materials to it, you can:
●

Download the file from the file menu (“Download as” option)

●

Create a copy of the file from the file menu (“Make a copy” option)

Note: This is a view only presentation. To customize it for your business needs, you’ll need to make a copy
or download it.

Email 1
Clues:
1.

The sender’s email address is not
visible and does not have the
Danske.com domain. The receipt
email address looks like it was sent to
many people, and not just you.

2.

There is no salutation (“Dear XX”)

3.

Name of the sender, “Senior Account
Executive,” is not given, which is not
typical.

4.

The file names of the
attachment—”Untitled”—is not typical
of a professional email. Attachments
are usually given specific names
based on the content they hold.
Source

Email 2
Clues:
1.

The sender and recipient email
address domain, .com.au and
.com.my, are immediately
suspicious.

2.

There are grammatical errors
in the body of the email.

3.

The first words of many
sentences are not capitalized.

4.

The email is trying to create a
sense of urgency in the reader;
beware of emails that
encourage you to act quickly.

Source

Email 3
Clues:
1.

The sender’s email address looks
suspicious because it’s not an official
HSBC address.

2.

The URL (in red) in the body of email
again looks suspicious. Professional
emails usually provide hyperlinks
rather than long URLs in the body
of the email.

3.

There is no salutation, and the body
of the email is poorly drafted.

4.

Did you really make a purchase?
Probably not, but the email will
make you curious enough to click
on the link.

Email 4
Clues:
1.

Check out the sender’s email
address: “outloo.team@outlook.com.”
While it attempts to look official,
the misspelling in the first word
gives away the fraud.

2.

Hover your mouse over URLs in the
email body, and you can see it leads
to a totally unrelated domain.

Source

Email 5
Clues (this one is tricky):
1.

RBS and other banks usually
address their customers by name
and not as “valued customer.”

2.

Banks don’t ask for your PIN
or to verify accounts through email.

3.

It creates a sense of urgency by
asking you to act within 24 hours.
Beware of such tactics.

4.

Check out the spelling of
“inconvenience” in the last sentence.
Misspellings and grammatical errors
are key ways you can identify
phishing emails.

Source

Key takeaways
●

Double-check sender and recipient email addresses.

●

Check for grammatical and spelling mistakes.

●

Ensure the salutation is used correctly.

●

Beware of emails that create a sense of urgency or spike your curiosity.

●

Hover over URLs in the email body to check where the URL actually takes you.

●

When visiting any website, check for “https:” to ensure secure web communication.

Your solution to every IT challenge
Rely on GetApp.com and GetApp Lab to learn more about and compare security software solutions
and other technology applications.
Read about:
●

How to prevent DDoS attacks using Blockchain—and 6 more strategies

●

Antivirus vs. Endpoint security: Which does your small business need?

●

'Thou shalt backup thy data' : 10 Commandments for small business data backup

●

Small business tech guide for an effective business continuity strategy

